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Telehealth is one of the most significant trends in
healthcare, serving as a way to ensure that people can
get care when and where they need it. It is dramatically
changing the delivery of healthcare and has the
potential to be disruptive and transformative.
Representatives at hospitals and health systems are
eager to hear the latest news and want to learn how
leaders in the field are breaking new ground. There is a
definite need for innovation at health systems to
advance the practice of telemedicine.

In this paper, we begin with the basics and move to practical
applications for implementing telehealth services. We define
telehealth and address its importance, present the business case for
virtual care, describe common delivery models, explore regulatory
and other compliance matters, provide support in the review of
vendor contracts, and address pertinent operational issues. We want
to help your organization avoid the potholes that may be disruptive
as you move forward in the adoption of telehealth programs.
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What is
Telehealth?
According to the Center for Connected
Health Policy (CCHP):
Telehealth is a collection of means or
methods for enhancing health care,
public health and health education
delivery and support using
telecommunications technologies. 1

However, state and federal agencies often
differ on how they define telehealth. The
Health Resources and Services
Administration (HRSA) defines telehealth as:
The use of electronic information
and telecommunications
technologies to support longdistance clinical health care,
patient and professional healthrelated education, public health
and health administration.2
4

Telehealth, at its core,
incorporates a wide
variety of technologies
and tactics to deliver
virtual medical, health,
and education services.

Telehealth is not a
specific service, but a
collection of means to
enhance care and
education delivery.
5

These varying descriptions have influenced
the policies and regulations surrounding
how telehealth is allowed to be used from
state to state. Organizations such as CCHP
have developed free, interactive crosswalks
of telehealth policies that can help clarify
some of the confusion about telehealthrelated laws, regulations, and state
Medicaid policies.
Additionally, CCHP and other members of
the National Consortium of Telehealth
Resource Centers have developed a
Telehealth Definition Framework to help
policy makers, providers, payers, and the
public understand how to apply telehealth
and its key components.
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Telehealth or Telemedicine?
Telemedicine is often still used when referring to traditional
clinical diagnosis and monitoring that is delivered by
technology. However, the term telehealth is now more
common as it describes the wide range of diagnosis and
management, education, and other related fields of
healthcare. These include, but are not at all limited to:

Dentistry
Counseling
Physical and occupational therapy
Home health
Chronic disease monitoring and management
Disaster management
Consumer and professional education

7

Why is
healthcare
technology
becoming more
important?
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The population of the United States and across the world is growing,
aging at an accelerated rate.

Estimates are that 10,000
individuals categorized as
the Baby Boomer Generation
turn 65 years of age every
single day, and this trend is
expected to continue for the
next 25 years.3
These individuals are becoming more prone to chronic conditions like
diabetes, congestive heart failure, and chronic obstructive pulmonary
disease (COPD).

9

This situation is creating a perfect storm of
demand for clinical care professionals in
the healthcare system. Further, there is a
shortage in the pipeline of healthcare
providers being educated, trained, and
licensed to practice. The pending tsunami
will require the industry to implement more
effective ways of deploying healthcare
resources while still providing high-quality
care to the highest number of people
possible. Telehealth technologies should
increase the efficiency of the healthcare
system overall by maximizing the
productivity of each provider and removing
geographical barriers to care.
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The Business
Case for
Telehealth
Services

11

The decision to implement a telehealth program should not be
taken lightly. Developing a business case for telemedicine
requires the collaboration of an interdisciplinary team, as
telehealth covers issues that are equal parts clinical, technical,
operational, and systems. Whether establishing a new program
or expanding an existing program to include additional clinical
specialties, a variety of people need to be engaged in the
planning and implementation process. A critical component of
the move to adopt a telehealth services program and the
subsequent technology applications is the ability of the team
to adapt to change.

“

It is not the strongest
of the species that
survives, nor the most
intelligent that survives.
It is the one that is the
most adaptable to
change…”
Leon C. Megginson
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”

Typically, most healthcare organizations
have general areas of employed expertise
such as clinicians, administrators, case
managers, and networking staff who are
able to provide valuable input. However,
one significant role is often missing: the
technical expert that provides the
appropriate insight into the technology
infrastructure requirements and advises on
the best telehealth solution(s) based on the
organization’s demands. If your team has
obvious gaps in the necessary skills to
evaluate and/or implement a telemedicine
program, it is wise to seek the help and
assistance of industry professionals
experienced in implementing telehealth
programs.

13

It is also essential to take time in the initial planning phase
to assess your organization’s clinical, technological, and
personnel needs.

What clinical needs will the device or devices have
to meet?
What patient population are we going to serve
with this deployment?
What workflows will need to be changed to
implement the technology successfully?
What buy-in do you have from clinicians,
administrators, and technical support?
All of these factors are critical to consider when
implementing a successful telemedicine program.
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Common Telehealth
Delivery Models

15

The American Telehealth
Association (ATA) (Business
and Finance SIG workgroup)
has categorized the various
delivery modalities for
telehealth services (both
traditional and nontraditional) where technology
may be effectively used. The
following table is an
abbreviated version of the
ATA’s Telehealth Delivery
Model.4
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Name

Description

End Points

Direct Patient
Care
Teleconsultation
(Typically
Clinician to
Patient Sessions)

Video conferencing
systems are used to
facilitate the remote
participation of medical
personnel for consultation
purposes. Point-to-point
or public Internet
connections are used

Healthcare Facility to
Healthcare Facility;
Provider home or office to
Healthcare Facility;
Healthcare Facility or other
provider location to patient
home; Third-party
managed care organization
headquarters to Healthcare
Facility or patient home

The common format is
two-way, interactive, realtime video sessions at a
bandwidth sufficient to
provide clinical diagnosis

Store and
Forward

Services delivered using
telecommunications
technology but not
requiring patient to be
present during
implementation. Utilizes
devices such as digital
cameras to capture and
transmit still images for
example of a skin lesion,
digitizers or direct digital
acquisition of
radiographic or
pathologic images, and
transmission of ECG strips

Communications Model

Real-time video
communications:
Examples:
1. Psychiatrist at clinic or home
providing services to patients at
separate, often distant, health
facility
2. GP with infectious disease
patient consulting with ID
specialist on newest drugs for
treatment

Healthcare Facility to
Healthcare Facility;
Provider home or office to
Healthcare Facility;
Healthcare Facility or other
provider location to patient
home; Third party
managed care organization
headquarters to Healthcare
Facility or patient home

Typically, via dedicated
telemedicine computer
workstation equipped with
software to view transmitted
images and related data.
Reporting communication is
often by e-mail, fax, phone
Examples:
1. Tele-dermatologist receives
photographs via secure email
from GP, interprets and
provides treatment
recommendations via e-mail
response

Business/ Clinical Drivers

Improved access to care;
improved continuity of care;
improved recruitment and
retention of medical
personnel; internal cost
reduction (financial savings);
increase in retained earnings
(reduced travel costs); CO2
savings (from reduced travel)
support of medical home
model and ACO payment
structure; helps meet quality
indicators

Improved access to care;
improved continuity of care;
improved recruitment and
retention of medical
personnel; internal cost
reduction (financial savings);
increase in retained earnings
(reduced travel costs); CO2
savings (from reduced travel)
support of medical home
model and ACO payment
structure; helps meet quality
indicators

2. Tele-radiologist receives
radiographic images via secure
broadband to PACS
workstation, interprets images,
renders diagnostic
interpretation, dictated report
transmitted via secure e-mail to
remote clinician

Hospital Care
Transitions

Telehealth technology is
used to continue to
monitor the health of a
patient post discharge for
a period sufficient to
attain post discharge
health goals and safety
objectives

Care coordination teams at
healthcare facilities or
management centers to
home or transitional care
facility (SNF)

Daily or periodic collection of
physiological data, subjective
health information, and any
additional information
submitted by patients according
to protocol reviewed by care
coordinator or care
management team

Required quality metrics,
public quality reporting
requirements, bonus payment
structures, patient-centered
care delivery requirements,
IOM chasms of quality

CONTINUED
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Name

Description

End Points

Communications Model

ACO Model
(Accountable
Care
Organization)

Primary care becomes
coordinator of care and
are provided financial
incentives to reduce cost
of care, improve the
health of their patient
group, coordinate care of
specialists, appropriately
use health resources for
patients, and achieve
quality indicators set by
payers and primary care
together

Requires an electronic
health record for greater
depth of implementation,
use of telemedicine and ehealth strategies to meet
goals and objectives, more
smart home and remote
monitoring technologies in
place. Greater use of
telemedicine strategies to
coordinate specialists and
communication with
patients in the home

EHR and PHR systems
(proprietary, HIE and Webbased Home telehealth portals

Improve care efficiency and
continuity; facilitate
coordination of care,
reduction of unnecessary
care, and return of primary
care as the medical home in
order to quality for incentive
payment

Home Health
Care Agency
Interactive Visits
and Remote
Monitoring

Assist with achieving PPS
low utilization versus
high utilization patient
goals for OASIS, used as
an efficiency model for
home health agencies to
do more with less in
terms of meeting patient
needs. Used for routine
checks of vital signs, etc.,
and to evaluate need to
drive out to patient
home

Home connected to the
Home Care Agency via
phone or Internet for
interactive two-way video,
remote monitoring, and
server-based internet web
portals for sharing of
patient data

Daily or periodic collection of
physiological data, subjective
health information, and any
additional information
submitted by patients
according to protocol –
reviewed by care coordinator
or care management team

Reduced costs; fewer
hospital visits; increased
patient independence and
QOL

Mobile Health
Applications

Applications on
Smartphones and/or
tablets designed to
collect health
information or provide
personal health
guidance in many
situations and wherever
the patient can get
connected

Typically, Personal
Smartphone connected to
application server, with
information available
through authenticated
web portal access or
exported to an EHR or
PHR

Cellular, wireless, or 3G/4G
Wireless

More mobile society, baby
boomers reaching critical
age points, advancements in
Smartphone technologies,
increase in security
procedures, less emphasis
on traditional office-based
care, increased Smartphone
adoption and application
model. Convenience. Low
costs

Specialist/PCP
Co-management
of Chronic and
Complex
Diseases in
Rural and
Underserved
Areas

Videoconferencing
systems
are used to connect a
live, multi-site weekly
meeting between
specialists and providers

Group of specialists at
university medical center
to rural or underserved
area or correctional facility
primary care providers at
multiple endpoints
simultaneously for groupbased learning. Patients
are not seen

Specialists present on topics of
interest, share best practices
and hear in-depth, case-based
presentations from PCPs. PCPs
learn from specialists and their
peers and over time become
local experts. Supplemented
by secure, web-based
communications and
information sharing among
members

Reduced professional
isolation and improved
skills/knowledge base for
rural physicians to treat
difficult diseases; improved
access to specialty care for
patients in rural/underserved
areas; improved consistency
of care
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Business/ Clinical Drivers

Regulatory
Considerations

19

Before embarking on a telehealth strategy, it is essential to review and
understand the various regulatory considerations. Moreover, because each
state regulates telehealth services separately, a review of the multiple
requirements impacting the provision of telehealth services is a necessary
starting point. Several key issues for consideration include the following:

• The provider-patient relationship. Most states
require that a pre-existing relationship exists
between the provider and the patient in order for
the provider to provide telehealth services to the
patient. This frequently means a prior in-person
encounter with the patient but in some cases could
be a provider’s agreement to see or treat a patient.
• Patient consent. The majority of states require the
provider to obtain the patient’s informed consent
for the receipt of care via telehealth. The particular
requirements may vary state-to-state and typically
will need a patient freedom-of-choice component.
• Telehealth provider requirements. Usually, state
licensure boards require the telehealth professional
to be licensed in the state where the patient
resides (even if the provider lives in a different
state). Those expanding their practice to include
telehealth should review existing licensure board
practice standards, advisory opinions, and remote
prescribing standards.

20

• Remote prescribing. This issue continues to evolve
and is an area of great variation on a state-by-state
basis. Different standards and permissions may exist
depending on whether remote prescribing involves
controlled or non-controlled substances. Some
states require an in-person evaluation before the
provider can prescribe drugs on a remote basis.
Others, while not requiring an in-person evaluation,
may still require a telehealth face-to-face encounter
prior to issuing a remote prescription. Where states
do agree, however, is the prohibition of remote
prescribing on the basis of an online questionnaire
completed by the patient.
• Payer reimbursement and coverage criteria.
Medicare and the various Medicaid programs and
commercial payers have particular requirements that
must be met to qualify for coverage. As these
requirements are not necessarily consistent,
providers are encouraged to review the coverage
criteria to ensure that the service that is offered
qualifies as telehealth under these payer programs.
Further, providers will want to ensure that the correct
site of service is coded correctly on the claim.
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Fraud and Abuse
Considerations

22

As is the case in many emerging areas, as services are
increasingly reimbursed (especially by the federal
healthcare programs), enforcement activity likewise
increases

•

In 2016, the Department of Justice (DOJ) issued a
press release of its first False Claims Act (FCA)
settlement in the telehealth arena. The
settlement entered into with Dr. Fry and CPC
Associates, a mental health practice, involved the
allegation that although billed as a telehealth
service, patients were treated by phone and not
via interactive audio or visual communications.

•

In October 2018, the DOJ indicted seven
companies and four individuals for their part in
engaging in a telehealth fraud scheme where
purportedly $1 billion in healthcare claims were
submitted for services never rendered. One
month later in November 2018, the DOJ issued
another indictment related to a physician’s
prescribing of $20 million in compounded
medications to patients who neither requested
nor needed them.

We can expect scrutiny over billing requirements to
increase as coverage for additional types of telehealth is
approved.
23

Telehealth is not unique when it comes to
compliance concerns. Many of the issues that arise
with in-person services can also appear in the
telehealth arena. Specifically, beneficiary
inducements, Anti-Kickback concerns, fair market
value/commercial reasonableness (FMV/CR)
regarding compensation and equipment lease
arrangements with physicians (Stark law), and more.
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Technology’s
Impact on your
Telehealth Program
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Telehealth technology is specially
positioned to have a significant
impact on the way patients interact
with providers and receive care. Many
organizations may attempt to
compensate for the lack of technical
expertise by asking clinicians to select
the devices that they think will meet
their needs, or by asking IT staff to
choose the equipment that they will
eventually have to support.
Interdepartmental teams may be
built, vendors may be brought in, and
a decision may subsequently be
made, all in an attempt to select a
platform that will support their
journey into telemedicine as a service
offering.

26

Without the proper vetting, the likely scenarios include the following:

Organizations build up expertise
over time and gradually develop
a process to use when selecting
equipment, or
They make purchasing decisions
that eventually fail to meet their
needs.

Based on feedback from various telehealth programs, organizations
rarely have the time or staffing to achieve the first outcome. There are
numerous case studies of telehealth programs that have failed due to
poor technology purchasing decisions.
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At its most benign, a failed technology selection may result in a
product that works in a telehealth environment while delivering
a user experience that is not as polished as other utilized
technologies. Perhaps the devices are difficult to use or the
data being gathered and transmitted is not good enough to
improve the quality of care for the patient.

“

Thoroughly evaluating
the telehealth solutions
that will be used can
help educate clinicians
as to what does and
does not work well for
them.

”

The risk of poor technology selections are failed pilots, delayed
programs, system incompatibilities, clinical user dissatisfaction,
and worst of all, harm to patients. Organizations want to avoid
these adverse outcomes, but many don’t quite know how to do
so. It is imperative to seek guidance and support from industry
professionals to avoid these potential pitfalls.
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Privacy and
Security
Considerations

29

While patients and healthcare providers are
growing more comfortable with sharing medical
information online and via mobile apps, the risks
for privacy breaches and violations are on the
rise. The root cause of many telehealth privacy
risks centers around the lack of controls on the
collection of ePHI and ePII. Also, negligent use
of technology and disclosure of sensitive
personal information can lead to a data breach.
An example of this is passive monitoring
technology that could be connected in the home
or to a person that may unintentionally reveal
sensitive or personal information about an
individual condition.

30

Given the amount of data that telehealth creates as well as the
varying telehealth business models, the privacy and security risks
and potential for a data breach are expected to increase. Further,
many of these privacy and security risks are unfortunately
compounded by the lack of clear regulatory guidelines for
telehealth. While HIPAA and HITECH cover certain aspects, there
are gaps in the laws that address the variety of technologies being
leveraged today. The Food and Drug Administration (FDA) and
Federal Trade Commission (FTC) have rules that often apply to the
security of medical devices and services, but generally, they do not
explicitly address the wider realm of consumer-facing telehealth.

Providers should become
familiar with some
important standards and
guidelines before
implementing a
telehealth program.
31

Standards
and Guidelines

32

Many standards, guidelines, and best practices have been developed
over the years to ensure the use of telehealth technologies in patient
care is delivered responsibly. In some regions, telehealth has actually
become the standard of care. Examples of existing standards include:

•

The Federation of State Medical Boards’ Model Policy for
the Appropriate Use of Telemedicine Technologies in the
Practice of Medicine

•

American Psychological Association Guidelines for the
Practice of Telepsychology

•

American Academy of Ambulatory Care Nursing
Telehealth Nursing Practice Scope & Standards of Practice

•

American Telemedicine Association Telemedicine Practice
Guidelines for:
 Live, on-demand primary and urgent care
 Telepathology or tele-ICU operations
 Core Operational Guidelines
 Tele-mental health and video-based online mental
health services
 Store and forward and live-interactive
teledermatology
 Videoconferencing-based tele-presenting
 Diabetic Retinopathy
 Telerehabilitation
 And more!
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Contracting for
Telemedicine

34

New emerging technology always
brings many unknowns and risks. A
good contract is one way to minimize
risk and put distance between the
vendor and the caregiver if the
platform malfunctions. It also protects
the buyer from the unexpected. For
example, what if the telemedical
vendor has a cybersecurity breach and
the PHI is compromised? You will want
them to be responsible for the
remediation and any cost liabilities
associated with the breach, just as you
would with any business associate. .
You can also use the contract to set
performance standards such as
response times for support, uptime
guarantees if the solution is cloudbased, outage credits for unscheduled
downtime and latency issues. An
underperforming system/vendor will
compromise any telemedical strategy
and create risk for the organization.
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Consider the following terms and verbiage
when contracting for telemedicine services
and technology:
Software warranty (must start at go-live)
Commitment to compliance and regulations (this is
especially critical if the vendor bills for telemedicine
services)
Commitment to providing interoperability should
the system require integration
Support policy with escalation
An uptime guarantee
A latency guarantee
Outage credits
Kick-out provisions to allow for early termination
should performance conditions fall short

36

The agreements should also stipulate certain
provisions for the vendor:
The vendor must provide version protection, including new release
The vendor must put their source code into escrow (if purchasing a
license; does not apply to subscription)
The vendor must permit the buyer to re-assign or transfer their
license to another owner
The vendor must provide the buyer with pricing protection,
including caps on support fee escalation
The vendor must warrant against defects
The vendor must indemnify the practice and defend them in the
event of a security breach or system malfunction, including
cybersecurity incidents
The vendor must give the buyer pricing protection for future
providers/users
The vendor must provide the practice a Statement of Work (SOW)
with a guarantee not to exceed the set amount
The vendor must correct any system configuration mistakes at their
expense, including missteps in training and implementation

37

Consider performance-based payment terms:
10% at signing
10% at the shipment of software
10% at the installation of hardware
10% at the installation of software
10% after testing hardware and software
10% after design-build and validation
10% after successful training and implementation
10% at system go-live
20% at 60 days after system goes live.

38

Finally, some recommended MUST-HAVES to
include in your agreement:
Must give a written guarantee to comply with all
government mandates
Must agree to an acceptance period (set of conditions to
be met before the financial obligation is accepted)
The agreement must comply with the Anti-Kickback
Statute
The agreement must comply with the Beneficiary
Inducement Statute and Civil Monetary Penalties law
The agreement must comply with the Stark law (ensure all
software and equipment are included in the FMV/CR
review)
The agreement must comply with state-specific corporate
practice of medicine rules
The agreement must have a non-solicitation clauses

39

It is also critical to state the venue and governing
law in the state of the buyer. Every contract is
different, and terms are always written to protect
the seller. While the items listed represent some of
the major areas of focus, it is NOT exclusive, nor
should it be taken as legal advice and/or a
complete list of terms. While we cannot provide
legal advice, Coker is happy to provide feedback
on these contracts from an operational and general
awareness standpoint. Send an email to Jeffery
Daigrepont at jdaigrepont@cokergroup.com to
have your contract reviewed at no charge .
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Other
Operational
Implications
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According to an MGMA survey, patient
satisfaction/retention and new revenue
sources are the primary return on investment
(ROI) incentives for implementing telehealth
services.5 Improved rural coverage, access to
specialists, and support for value-based care
initiatives are additional compelling
incentives. Telehealth can also increase
provider satisfaction through:

Convenience
Flexibility
Reduced Travel
Time Management
Schedule Control
Visit Slot Utilization
42

Implementing telehealth capabilities will impact resource needs in a
variety of ways depending upon your strategy and delivery model.
In some cases, providers and staff will be able to cover broad
geographic patient populations much more efficiently with less
significant travel or redundancy in clinic resources. Other scenarios
may require additional clinical or technological staff to support
increased volume and patient management/communication. In
addition to IT hardware or software, consider other capital
investments or savings such as clinic site rationalization, particularly
for rural areas. Additional expenses may be mitigated by savings or
financial return in other areas. When developing your strategy and
business plan, be sure to include the estimated impact of
redesigned care delivery on your existing expenses and
infrastructure.

“

Sufficient training and
education on new
workflows, processes,
and protocols will be
required for providers
and staff to be
successful.

43

Recommendations for communication and education:

•

Start conversations early to gain buy-in from
providers and staff.

•

Consider designating a physician champion
and other support staff super users.

•

Discuss the value for all stakeholders,
particularly patients.

•

Highlight unique benefits for providers such as
the flexibility to potentially work remotely.

•

Provide formal training on technology and
protocols to all affected staff.

•

Educate physicians on nuances of conducting
an efficient and professional visit.

•

Incentivize providers and others as your
compensation model allows.

44

Most government and commercial
payers reimburse for some form of
telemedicine services, but many
providers and health systems are
uncertain of how to implement and
manage the necessary changes. As
noted previously, regulations and
requirements vary, so it is important
to research your payer reimbursement
policies as well as any state-specific
laws that may govern payer
reimbursement policies for telehealth
services. Reimbursement rates for
most payers are the same as an inperson encounter, which also applies
to Medicare. Licensing and
credentialing are often more complex
with telehealth, particularly when
dealing with multiple states or service
areas. It is critical to do your research
and understand the requirements for
your circumstances/strategy.
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Final
Thoughts
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The global telemedicine market is anticipated to experience rapid
growth over the next six years, according to a Market Research Future
Report.6

The market is expected to
grow at a compounded
annual growth rate of 16.5%
from 2017 to 2023.
Factors driving the market include an increase in demand for
healthcare services in rural areas and a rise in government initiatives.
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Survival of the fittest depends on health systems adopting a
telehealth strategy; otherwise, they’re at risk of being left
behind. Your organization should decide what type of
telehealth program to establish to begin this process. You
will need to determine how this change will impact the
organization.
Who will be your competitors in offering these
services?

What will differentiate you from other providers?

How will a telehealth program impact your revenue
model for clinic(s) or hospital(s)?
What are the government mandated requirements
to consider when establishing a telehealth
program?
These questions and many others should be a part of your
telehealth strategic planning process.
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In conclusion, transformational forces in play
throughout healthcare today are driving an
increasing need to invest in these
technologies. The push toward value-based
care, the growth of accountable care and risk
contracts, reimbursement pressure, Medicare
readmission penalties, and increased
consumer price sensitivity with a limited
physician supply, all position telehealth
technology as a platform to fill the gap in a
rapidly changing healthcare ecosystem.
Hospitals and clinics are increasingly turning
to telehealth as a tool to increase patient
access to care, manage care better, and lower
health care costs. If your system lacks a
survival plan for providing telehealth services,
we highly recommend you consider
developing one if you intend to maintain and
grow your patient population and increase
revenue options for your organization.
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